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Terminal Services Remote Access

Before you connect:

- You will need to connect to the UCLA VPN. This is a UCLA requirement to securely
connect. http://www.bol.ucla.edu/services/vpn/
- UCLA BOL provides two methods to connect.

Method 1 Steps:
Install the Cisco AnyConnect client. Connect to the UCLA VPN using your UCLA Logon ID

Downloading and Installing the Cisco AnyConnect Secure Mobility Client

Before you begin, please download the Cisco AnyConnect Client for Windows XP/Vista/7/8 or Mac OSX

Once you have downloaded the installer, double-click the installer file to start the installation. Please follow
the on-screen prompts to complete the installation. Your computer may ask you to reboot at this time.

ﬁl Cisco AnyConnect Secure Mobility Client Setup @

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Muobility Client on your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.
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‘_ﬁ! Cisco AnyConnect Secure Mobility Client Setup

End-User License Agreement fl o
Please read the following license agreement carefully pe e’ |
g, L

Supplemental End User License Agreement for Cisco Systems *
AnvConnect Secure Mobility and other related Client L4

Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed
under the End User License Agreement ('EULA") between You =

(@ I accept the terms in the License Agreement:

(71 I do not accept the terms in the License Agreement

Advanced Installer

—
[ = Back ][ Mext = [ Cancel ]
| S—

ﬁ-‘ Cisco AnyConnect Secure Mobility Client Setup o
Ready to Install / o
The Setup Wizard is ready to begin the Typical installation pd e’ |
L O

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, didk "Badk". Click "Cancel” to exit the wizard,

Advanced Installer

R —
< Back l@msiﬁll | Cancel
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Installing Cisco AnyConnect Secure Mobility Client

Please wait while the Setup Wizard installs Cisco AnyConnect Secure Mability
Client. This may take several minutes,

Status:
|r _|

Advanced Installer

<Back | MNext> | | Cancel |

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard,

< Back [ Cancel
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Connecting to the BOL VPN

1. To run the client, click on Start, then All Programs, then Cisco, then

Cisco AnyConnect Secure Mobility Client.

VPN:
Ready to connect.

2. To connect, enter "ssl.vpn.ucla.edu" in the text field for the VPN connection entry,
and then click Connect.

9 Cisco AnyConnect Secure Mobility Client | = 2

Ready to connect,
|| gsl.wpn.uda.edu

3. Click Accept.

Welcome to the BOL YPN.

| || Accept || | Disconnect
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4. In the authentication prompt, type in your UCLA Logon ID and password in the appropriate fields,
then click OK.

9  Cisco AnyConnect | ssl.vpn.ucla.edu ﬁ

Please enter your username and passward.

Username: | jbruin |

Passwaord: | FErrery |

| Ok | | Cancel |

5. You will then be connected to the VPN. When you are done with the VPN, click Disconnect.

—

|I|I1I|I| VPN Connected to
CISCO vl.ssl.vpn.uda.edu

@ ven

Connected to ssl.vpn.uda.edu.

gzl vpn.uda.edu | Disconnect

00:00:17

Method 2:
1) Set up a new connection using built in clients. Please follow instructions on their site:
Windows: http://ucla.infyMagxH5

Mac: http://help.bol.ucla.edu/app/answers/detail/a_id/1186
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ONCE CONNECTED TO THE UCLA VPN

Please note that you must have a current Luskin Computing Lab account.

Windows 7

1) Open up the Remote Desktop software.
Click on Start — Accessories — Remote Desktop Connection

-
W" Microsoft Word 2010 4

P__;‘ Microsoft PowerPoint 2010 4
|}-=. Adobe Acrobat X Pro 4
‘*}jl Remote Desktop Connection +
@ iTunes

X_?| Microsoft Excel 2010 4
P_;‘| Microsoft Publisher 2010 4
0‘; Mi ft Outlook 2010 3
| icrosoft Outloo

& Cisco AnyConnect Secure Mobility
R Client

e Windows Media Center

» All Programs

‘ Search programs and files yel ‘

Window XP SP3 — You must be on SP3 if you are on Windows XP. You will need to download and install
this fix. It will prompt you to reboot your machine. Please take precautions when installing any software.
We recommend you make a backup of your machine. http://support.microsoft.com/kb/951608/

After a successful reboot, click on Start - Accessories - Remote Desktop Connection
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2) In the Remote Desktop Connection, enter the server name, rds.publicaffairs.ucla.edu. Then, enter
the domain name “PAAD\" followed by your username; for students, your username is your nine digit
university identification number (UID).

& Remote Desktop Connection = [E] ”g]

| Remote Desktop
»¢ Connection

General | Display | Local Resources | Programs | Experience | Advanced

Logon settings

. ! Enterthe name ofthe remote computer.

-

Computer: rds.publicaffairs.ucla.edu b

User name: paad|123456759

Youwill be asked for credentials when you connect

] Allow me to save credentials

Connection settings

Save the current connection settings to an RDP file or open a
} saved connection.

| Save ‘ ‘ Save As.. | ‘ Open... ‘

-._f_-Hidertinns [ Connect H Help

If you plan to use your laptop’s local storage space, devices, or printers, select the Local Resource tab.
Click on More... another window will appear, check the boxes corresponding to the local resources you
want to connect to your RDS session. Click Connect to continue.

Luskin Remote Desktop Page 7 of 13



UCLA 1Luskin School of Public Affairs | luskin.ucla.edu Computing Lab

- Remote Desktop Connection

F’J Remote Desktop
»¢ Connection

—
Generail Diﬁplaﬂ Local Resources | rograms | Experience | Advanced

Remote audio

Configure remote audio settings.

| Sefings.. |

Keyboard
e Apply Windows key combinations:

[ Only when using the full screen

Example: ALT+TAB

Local devices and resources

e Choose the devices and resources that youwantto use in your
Jﬁ;;i remote session.
o |

[¥] Printers [¥] Clipboard

| Mo |

t_-:&‘J Hide Options

I Connect I[ Help ]

@ Remote Desktop Connection E

E’f Remote Desktop
»¢ Connection

Local devices and resources

Choose the devices and resources on this computer that you wantto use in
your remote session.

[¥]|Smart cards
Ports
= ¥4 Drives
[v|Local Disk (C2)
[¥|BD-ROM Drive (D?)
[¥]|BD-ROM Drive (E3)
[¥|Drives thatl plug in later
=[] Other supported Plug and Play (PnP) devices
[ |Devices that| plug in later

I 0K I l Cancel
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If you get this warning, click Connect. You may also check the box: Don't ask me again for connections to
this computer.

l‘;ﬁ_ Remote Desktop Connection

l / Do you trust this remote connection?
-

This remote connection could harm your local or remote computer. Make sure that you trust the remote
computer before you connect

ku' Type: Remote Desktop Connection
»

L4 . .
L Remote computer: rds.publicaffairs.ucla.edu

[ | Dan't ask me again for connections to this computer

._i'Sheretails Connect ] [ Cancel ]

3) Enter Username\Password
Your username and password are the same credentials you use in the Luskin Computing Lab:

Windows Security [

Enter your credentials
These credentials will be used to connect to rds.publicaffairs.ucla.edu.

PAAD\Username

=

[ Password

Use another account

Remember my credentials

r OK H Cancel

Enter your username as:
Username: PAAD\username **For Students this is your UID**

Password: (your password)

If you would like your computer to remember your logon credentials, check the box Remember my
credentials.
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If you get this warning, click Yes. You may also check the box next to “Don’t ask me again for connections
to this computer.”

‘;_.'] Remote Desktop Connection

The identity of the remote computer cannot be verified. Do you
want to connect anyway?

The remote computer could not be authenticated due to problems with its security
cerificate. It may be unsafe to proceed.

Certificate name

Lﬁ: Mame in the cerificate from the remote computer.
RDS.paad publicaffairs.ucla.edu

Certificate errors

The following errors were encountered while validating the remote
computer's cerificate:

1. The cerificate is notfrom a trusted cerifying authority.

Do youwant to connect despite these cerificate errors?

Dgun'task me again for connections to this computer

’ View cerificate... Yes Mo

As with any software you install on your computer please be sure to have a current backup before you
proceed and be warned that you proceed at your own risk.
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Mac OS X -

Type in Remote Desktop Connection in Spotlight, if you do not have it installed; Download the Remote
Desktop Connection Client for Mac Software at,
http://www.microsoft.com/en-us/download/details.aspx?id=18140

Note: Regardless of Microsoft’s disclaimer that, “Microsoft Remote Desktop Connection Client for Mac (version 2.1.1.) is not

supported for use with Mac OS X v10.7 (Lion) or later,” you are still able to run this installation and connect to our Remote Desktop
Services.

Remote Desktop Con nectlon

'ﬂ.ﬁ%‘.-‘fm

Run Remote Desktop Connection Client then go to the top toolbar and select Preferences.

File Edit View Help
About Remote Desktop Connection

Preferences... 38,

Services

Hide RDC
Hide Others

Show All

Quit RDC

This window will appear. Enter your username, password, and domain (PAAD). Your username and
password are the same as those you use in the Luskin Computing Lab.

[8 00 Login

Ele G Ble s B S

Login | Pisplay Keyboard Sound Drwes Printers Applications Security

To log in automatically to the Windows-based computer, type your
user information:

User name:
Password:

Domain: | paad

|| Add user information te your keychain
@] Reconnect automatically if disconnected
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Select the drives that you would like available on your RDS session such as All disk drives or specific

drives like your home folder, documents folder, or other folders. This will allow you to save files locally to
your computer and to a flash drive.

NSNS Drives

HE ) Pl o S

Login_Display Keyboard Sound { Drives) Printers Applications _Security

Make the following Mac disk drives or folders available on the

Windoy - “----2 —-—-—-s- -
Mone

v All disk drives |

A so Home folder
yoi  Documents folder

1 open

Other folders... —

Go back to the Remote Desktop Connection window; enter the server name (rds.publicaffairs.ucla.edu)
and then click Connect.

800 Remote Desktop Connection

x{ﬁ\ Remote Desktop Connection for Mac

i/

-

Computer:| rds.publicaffairs.ucla.edu I[ Connect ]I

(Examples: MyPC, mmmmmﬁm 192.168.2.8)

You can bypass this message and connect to RDS by clicking Connect.

The server name on the certificate is
incorrect.

L

Eq Do you want to connect to this computer anyway?

| Cancel |E Connect |
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How to Properly Loqg off

Go to Start on the bottom left hand corner and then click Log off. This will properly end your Remote Desktop
session and prevent any issues with future log in instances.

Compuker

Devices and Prinkers

Adminiskrative Tools k

Windaws Security

» Al Prograrms

I |search programs and Files Log off Pl

X Close programs and lag off.
= Docume Preg | 9
L]
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