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FireEye Endpoint Security Installation

UCLA has partnered with FireEye to support its campus units. The FireEye Endpoint Security agent
is a new Endpoint, Detection and Response (EDR) solution that is replacing the usage of traditional
anti-virus software on campus for all university owned systems that store, process, or transmit
university data. It is not designed for personal use or installation on personal devices.

FireEye software installers can be found in UCLA Box. Confirmation of your computer’s hostname is
required and instructions to obtain are included as part of the installation steps below.

Windows

1. Search computer name in the Cortana search bar (bottom left)
2. Select view your PC name
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£ computer name

£ computer name

3. Highlight, Right Click and Copy your Device name
Device specifications
Device name DESKTOP-IDE200O6

4. Provide your Device Name in the reply to the email you received from your local IT staff
when confirming successful installation
5. Download the FireEye zip from this UCLA Box link.


https://ucla.box.com/s/j3spxbxf5vjape4yz4a5nrsqmf07okn5
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6. Double click the file to unzip the two files contained within it to the same location. One of
these files is a configuration file that the installer will automatically reference.
7. Double click the setup file that was unzipped (filename starts with xagtSetup)

Mame

|| agent_config,json
}_%l xagtSetup_33.46.0_universal.msi

8. Continue the installation by selecting “next” when prompted.

ﬁ FireEye Agent Setup — >

{)FIREEYE

Welcome to the FireEye Agent Setup i
Wizard ]

The Setup Wizard wiill install FireEye Agent on your
computer. Click Mext to continue or Cancel to exit
the Setup Wizard.
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9. Accept the prompt for the license agreement.

ﬁ FireEye Agent Setup — >

End-User License Agreement
) = n=—=yv="
Pleaze read the following license agreement carefully \) — I R - EY —

Copyright © 2005-2021 FireEye, Inc. ~
All Rights Reserved

SOFTWARE AND APPLIANCE LICENSE TERMS AND CONDITIONS

The terms and conditions for FireEye Agent are located at
http:/fwww.fireeye.com/company/legal/, and these terms govern your
use of the product unless you have a different written agreement with
FireEye, Inc. or Mandiant governing such use.

L
[]1 accept the terms in the License Agreement
Print Back : Mext | Cancel
10. Accept the default installation location.
11. Continue the installation by selecting “install” when prompted
ﬁ Firekye Agent Setup — >
to install FireEye Agent Vo W= =Pt Vet
Ready to in retye Rgen \J —IRccY e

dick Instal to begn the instalation. Clicdk Back to review or change any of your
nstallabon setiings. Clide Cancel to exit the wizard.
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12. You may be prompted for administrator credentials or confirmation that you would like to
proceed. Please accept this prompt or enter the credentials requested.
a. If you are not an administrator on your computer, please reply back to the email you
received from your local IT staff for additional assistance.

13. The installer will complete and then you can select “Finish” at the end to close the installer.

ﬁ FireEye Agent Setup — >

C) FIREEYE

Completed the FireEye Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.

14. You may delete the installer and configuration file when this is completed.
15. No further action is necessary. The program will update itself as needed.



